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Cedars - Online Safety and Use of technology Policy
(to be used in conjunction with the Berkswich School Policies relating to being online and digital devices)



This policy is to be used in conjunction with the following school policies and guidelines:
· Online safety policy
· Use of phone, camera, tablet and other devices policy
· Safeguarding policy
· Keeping Children Safe in Education (KCSIE), DfE
Staff at Cedars are expected to have an excellent, working knowledge of these and meet regularly to discuss these in relation to safety at Cedars.
Aims
Have a clear policy on the acceptable use of technology by children that is understood and adhered to by all parties concerned without exception. Cedars recognises that technology is an integral part of some children’s lives and they use mobile phones, tablets and other devices as part of their play.
It is our intention to provide an environment in which children can safely use these devices, but at the same time, they and other children, parents, carers and staff are safe from unwanted images and information being shown or recorded and inappropriately used.
Cedars recognises that the Internet is a useful resource for both staff and children, for the purposes of research, homework and entertainment.
The way in which all technology is used at Cedars ensures that child safety is paramount. 
Acceptable Use Agreement (AUA)
All staff and children have signed an AUA before being allowed to use technology in school. These agreements form the basis for acceptable use in school; however, wherever relevant and possible, staff will ensure that they continue to support and develop children’s knowledge and understanding of a safe use of technology in and out of school.



Restrictions
Cedars does not allow use of the children’s own devices at Cedars. If they have permission to have a device in school, then it must only be collected as they leave the premises with a parent or carer. Please refer to the school’s Devices policy if one is brought into the club.

Use of the digital technology
Children are always supervised on the computers at all times by a member of Cedars staff. Securus screen and keyboard capture is used to record any inappropriate words used on the screen or the keyboard of laptops and iPads. These are checked daily by the Pastoral lead, Headteacher (midweek) and the Deputy Headteacher; any issues are followed up immediately by the Cedars manager and the necessary school staff. The school’s filters block most inappropriate images and words; however, children are regularly reminded about the need for responsible use. Staff are aware that the younger members may carry out searches that bring up information that is not age-appropriate, using words that would not trigger a Securus capture. 
Staff ensure that children understand that they can report anything that makes them uncomfortable to a trusted adult, or by using the reporting CEOP button on the home page of the school’s website.
Children and staff must adhere to strict rules when using the computers:
· Children must ask a member of staff before using any devoce. 
· Staff log the child’s details, so that there are extra checks in place in terms of ensuring that if issues arise, then staff know which children were sitting next to each other, together, etc. 
· Children access games or accepted website through the Cedars children’s website page (https://berkswich-ce-vc-primary-school.secure-primarysite.net/cedars-1/). Children may request additions to these lists; however, these have to be agreed by both the manager and the manager’s line manager, the Deputy Headteacher, before being added to the page. These are reviewed regularly by the Cedars manager to ensure that advertising or any other inappropriate links have not been added to the sites. Games are chosen to ensure that the youngest pupils do not view age-inappropriate content. Any instances whereby a child accesses a site not previously agreed will be logged in the incident log. 
· Staff ensure that EYFS and Key Stage One pupils have restricted access and do not use games suitable for Key Stage Two pupils only.
· When using programmes such as PowerPoint or Publisher, children are still monitored through Securus and close staff supervision to ensure that usage is age-appropriate for the user and those sitting within viewing distance.
· Children are not allowed to access school learning whilst at Cedars, unless this has been authorised by the class teacher. Authorisation is only ever for one specific piece of work. Any new pieces must be authorised again. 
· Children will not continue any school work on a digital device, without the permission of the class teacher and the agreement of the lead member of staff.
· A copy of the updated SMART guidelines and the ‘Zip it, block it, flag it’ safety poster is always displayed. On occasions, when a Key Stage Two child wishes to access external sites through the school’s website such as those provided by teachers for homework, then staff will double check their understanding of these guidelines (see the school’s policy appendices for copies of these).
· Children must report any concerns that they have to the supervising member of staff.
· Concerns will be taken seriously, logged and investigated appropriately. The incident will be noted on an Incident Record. The child’s parent will be asked to sign the Incident Record. The Computing lead/on-line safety lead will also be notified and any recommended changes to procedures and policies made immediately. 
Use of Cameras or Videos
Staff and pupils do not use cameras or videos to take photos of themselves as part of play sessions. These may be used for other activities, such as stop-motion film-making. This ensures that those who may not be photographed are not identified by other pupils or inadvertently photographed by another child. 
Should inappropriate material be found then staff will immediately follow Cedars and the school’s safeguarding procedures. Concerns will be taken seriously, logged and investigated appropriately.
Photos may be taken by staff members with the sole purpose of adding these to the website, newsletters or advertising materials. The device does not leave the premises and once used, the photos are deleted from the device. Use of a child’s photo is always strictly in accordance with permissions given the parent and carer permission forms.
Acceptable Screen Time
Staff are mindful of the wishes of parents and carers and the majority of planned activities do not involve screen time. Where a parent or carer asks that a child has time away from a screen during Cedars, other activities will be offered in a way that a child will feel that they have a full range of opportunities to choose from. 
Risk Assessments
[bookmark: _GoBack]As part of daily room checks, staff will check that the laptops are still not logged on by a previous user and that the computer screens are organised so that they can easily be seen from the rest of the room.
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